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1. Einleitung
Dieses Dokument enthält die notwendigen Informationen zur Evaluation der Vertrauenswürdigkeits-
komponente ADV_ARC.1 für die Evaluation des MauveCorp MauveVPN Client. Es enthält Informatio-
nen zu folgenden Bereichen…
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2. Sicherer Start
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3. Update des TOE
Der TOE stellt eine dedizierte Funktionalität zum Update des TOE zur Verfügung.
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4. Selbstschutz
Die folgenden Kapitel beschreiben die vom TOE getroffenenMaßnahmen, die eineManipulation durch
aktive Entitäten verhindern.
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5. Nicht-Umgehbarkeit der
Sicherheitsfunktionalität
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6. Trennung von Sicherheitsdomänen
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7. Härtung des TOE
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8. Zuordnung von TSFI zu SFR

TSFI SFR Verwendung

LI.LAN.HTTP_MGMT FPT_TST.1 Call self-test
FTP_TRP.1/Admin Connection to management interface

LI.LAN.TLS FCS_CKM.1 Key negotiation for TLS
FCS_CKM.2/TLS Key distribution for TLS
FCS_CKM.4 Terminate TLS connections to LAN
FCS_COP.1/Hash TLS hash operations
FCS_COP.1/HMAC TLS HMAC operations
FCS_COP.1/TLS.AES TLS connections
FCS_COP.1/TLS.Auth TLS connections
FCS_RNG.1/Hash_DRBG TLS connections
FPT_TDC.1/TLS.Zert Validate TLS certificate
FTP_ITC.1/TLS Secure connection to management interface

LI.WAN.IPSec FCS_CKM.1 Key negotiation for VPN
FCS_CKM.2/IKE Key distribution for VPN
FCS_CKM.4 Terminate IPSEC connections to WAN
FCS_COP.1/Hash IPSec hash operations
FCS_COP.1/HMAC IPSec HMAC operations
FCS_RNG.1/Hash_DRBG Key negotiation for VPN
FPT_TDC.1/Zert Validate VPN certificate
FTP_ITC.1/VPN Secure IPSec tunnel

Weiter auf der nächsten Seite
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TSFI SFR Verwendung

LI.WAN.NTP FPT_STM.1 Access to time service

Keine TSFI FDP_RIP.1 Not accessible via TSFI

Tabelle 8.1.: Zuordnung von TSFI zu SFR
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A. TLS Connections
The Protection Profiles defines the cipher suites required for TLS connections. The TOE uses provides
exactly those cipher suites and no other. Tabelle A.1 lists these cipher suites. Tabelle A.2 lists the
elliptic curves used for ECDHE.

Algorithmen / Cipher Suite IANA ID TLS 1.2
[RFC5246]

TLS_DHE_RSA_WITH_AES_128_CBC_SHA 0x00, 0x33 X

TLS_DHE_RSA_WITH_AES_256_CBC_SHA 0x00, 0x39 X

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA 0xc0, 0x13 X

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA 0xc0, 0x14 X

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 0xc0, 0x27 X

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 0xc0, 0x28 X

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 0xc0, 0x2f X

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 0xc0, 0x30 X

Tabelle A.1.: Cipher suites for TLS connections

Elliptic curve IANA ID Standard

secp256r1 (P-256) 23 [RFC 8422; ANSI X9.62]
secp384r1 (P-384) 24 [RFC 8422; ANSI X9.62]
brainpoolP256r1 26 [RFC 7027]
brainpoolP384r1 27 [RFC 7027]

Tabelle A.2.: Elliptic curves for TLS connections

The TOE communicates with other trusted IT products over secure connections. Integrity and con-
fidentiality of these connections is ensured by TLS v1.2. Tabelle A.4 lists all connections the TOE can
participate in. Tabelle A.3 describes the columns of this table.
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Column Descriptions

ID Smybolic name of this connection

Interface Logical interface whose communication is secured.

Role Describes client/serer role of the TOE.

Peer Describes the peer in this TLS connection.

Protocol Application protocol used in this connection.

Subsystem::Module Name of the subsystem and the module from which the connection
originates or that accepts the connections.

Port IP-Port that the TOE opens for the connection. If the TOE is client,
“dyn.” stands for ephemeral port assignment. “config” stands for a
confgurable port number.

Identity of TOE Certificate that the TOE uses to authenticate itself to the peer.

Identity of Peer Certificate that the peer uses to authenticate itself to the TOE.

Authentication by Process, data source or subsystem/module used by the TOE for au-
thentication/verification.

Tabelle A.3.: Legend for TLS connections
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ID Interface (protocol) Role Peer Subsystem::Module Port Identity of TOE Identity of Peer Authentication by

TLS.1 LI.LAN.HTTP_MGMT Server Browser Administration::HTTP-
Server

443 Certificate from
Mauve CA

Username/password User administration
in TOE

Tabelle A.4.: TLS connections of MauveVPN Client
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B. List of TSFI
The TOE provides the logical interfaces described in the protection profile [BSI-CC-PP-00zz]. They
are repeated here.

LS.LAN is the TOE’s interface to the local area network of the operating environment. In addition to
the interfaces described in the protection profile, there are further protocol specific interfaces
described here. Tabelle B.1 lists these logical interfaces.

LS.WAN is the TOE’s interface to the wide area network of the operating environment, the Internet. In
addition to the interfaces described in the protection profile, there are further protocol specific
interfaces described here. Tabelle B.2 lists these logical interfaces.

LS.LED represents the logical interface to the display and the buttons of PS.LED.

Label Client/Server Purpose of the interface

LI.LAN.Ether — media access
LI.LAN.IP — access to the Internet layer
LI.LAN.TCP — access to the transport layer
LI.LAN.TLS server transport security with TLS 1.2
LI.LAN.UDP — access to the transport layer
LI.LAN.HTTP_MGMT server HTTP access to the management console

Tabelle B.1.: Logical Interfaces on LI.LAN

Label Client/Server Purpose of the interface

LI.WAN.Ether — media access
LI.WAN.IP — access to the Internet layer
LI.WAN.TCP — access to the transport layer
LI.WAN.NTP client Obtaining time
LI.WAN.DHCP client Obtaining IP addresses in the WAN
LI.WAN.UDP — access to the transport layer
LI.WAN.IPSec — VPN data traffic

Tabelle B.2.: Logical Interfaces on LI.WAN
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